
      
 
Cumbria Shared Internal Audit Service: Internal Audit Report   

 
 

Page 0 
  

 
 

0 

Images on front cover courtesy of Steve Barber 

 

Audit of Development Management 

 

22nd May 2015 

11th June 2015 

Audit of IT Data Backup and Recovery Arrangements 

Joint Audit Report for South Lakeland District Council   

& Eden District Council 

 



      
 
Cumbria Shared Internal Audit Service: Internal Audit Report   

 
 

Page 1 
  

 
 

1 

Images on front cover courtesy of Steve Barber 

 

 

 
Audit Resources 

Title Name Email  Telephone 

Audit Manager Gill Martin Gill.Martin1@cumbria.gov.uk 01228 226258 

Lead Auditor(s) Olu Abiwon Olu.Abiwon@cumbria.gov.uk 01228 226258 



  Audit of IT Data Backup & Recovery Arrangements 

 

 

Audit Report Distribution  

For Action: Simon McVey, Assistant Director Policy and Performance  

Ben Wright, IT Services Manager 

For Information: David Rawsthorn, Director of Finance 

Audit Committee The separate audit committee’s at South Lakeland District Council and Eden District Council will receive the findings from 

this audit. 

 South Lakeland District Council’s Audit Committee on 23rd July 2015 will receive the Executive Summary. 

 Eden District Council’s Audit Committee on 24th September 2015 will receive the findings from this audit. 
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1. Background 
 

1.1. This report summarises the findings from the audit of IT Data Recovery.  This audit was a planned audit assignment which was undertaken in 

accordance with the 2014/15 Audit Plan.  

 

1.2. The Council has a statutory duty to safeguard the data and information it holds about service users and about the Council in a responsible way, in 

accordance with legislation like the Data Protection Act 1998 and the Freedom of Information Act 2000.  For this reason, it is good practice that 

the Council ensures that all information and data which it is responsible for is securely and routinely backed up. 

 

1.3. South Lakeland and Eden District Council have a disaster recovery and backup contract with IT Professional Services Limited (ITPS) at a 

combined cost of £54,000 per annum.  This amount includes an annual cost of £23k (£11.5k each) for operating a secured private network link 

between the Councils’ respective data centres and ITPS’ data centre in Sunderland.  

 

1.4. Evidence was gathered through discussions with relevant staff members, physical inspection of the data centres in Penrith and Kendal, and 

review of prime source documentation pertaining to the backup of a sample of fivers servers, which were subsequently tested to evaluate the 

effectiveness of the controls in operation.  

 

2. Audit Approach 
 

2.1. Audit Objectives and Methodology 

 

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks relating 

to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the five key 

audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report. 

 

2.2. Audit Scope and Limitations 

 

2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was the 

Assistant Director Policy and Performance and the agreed scope areas for consideration were identified as follows: 
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 Policies & Procedures 

 Backup schedules 

 Data restoration 

 Review of due diligence carried out against the vendor contract 
 

2.2.2. There were no instances where the audit work undertaken was impaired by the availability of information.  

 

3. Assurance Opinion 
 

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 

control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition 

for each level is explained in Appendix A. 

 

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within Data Recovery and General IT 

Controls provide Substantial assurance.    

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and 

complete assurance cannot be given to an audit area. 

 

4. Summary of Recommendations, Audit Findings and Report Distribution 
 

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B.  

 

4.2. There are 3 audit recommendations are arising from this audit review and these can be summarised as follows: 
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4.3. Strengths: The following areas of good practice were identified during the course of the audit: 

 A recent event demonstrated that a reliable recovery  

 A service agreement is in place which sets out the Council and the vendor’s obligations, the service requirements and the timescales/targets 

for system recovery.   

 There is a joint (SLDC and Eden DC)  IT disaster recovery plan in place which sets out the policy framework for ensuring that information and 

data is backed up and can be restored in the event of unforeseen loss of service.  

 Sample testing showed that backups are performed in accordance to the frequency prescribed by the joint IT disaster recovery plan. 

 A backup log is maintained and provided by the vendor as assurance that backups have been performed.  The log notifies the Council of any 

failed backup run and the remedial action that the vendor has taken. 

 Our sample testing showed that backups are predominantly successful and a provision has been made in the service agreement to penalise 

the vendor where a server backup fails more than once in succession. 

 Backups are run via a private remote network (providing greater security of data transmitted than public networks); this links the local data 

centres to the off-site data centre in Sunderland.  

No. of recommendations 

Control Objective High Medium Advisory 

1. Management - achievement of the organisation’s strategic objectives achieved (see section 5.1.) - - - 

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts - - 1 

3. Information - reliability and integrity of financial and operational information  - - - 

4. Security - safeguarding of assets (see section 5.2) - - 1 

5. Value - effectiveness and efficiency of operations and programmes (see section 5.3) - - 1 

Total Number of Recommendations - - 3 
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 Physical access to the local data centres is restricted and controlled via swipe cards.  

 

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

4.4.1. High priority matters: 

 There are no high priority matters for report. 

 

4.4.2. Medium priority issues: 

 There are no medium priority matters for report. 

 

4.4.3. Advisory issues: 

 The joint IT disaster recovery plan should be reviewed in light of changing needs and/or priorities.  

 The frequency systems backups needs to reflect the perceived level of risk and how service critical the data held on each system is. 

 The disaster recovery and backup contract with ITPS Limited is due for re-tendering. 

 

Comment from the Assistant Director - Policy and Performance: 

I am pleased with substantial assurance outcome from this audit review.  The audit has highlight no issues with the recovery service provided 

and the Shared IT Board is fully aware of the procurement timescales pertaining to the contract and it will be making recommendations on this 

in the very near future. 

 

The effectiveness of our disaster recovery arrangements was also tested in a live situation September 2014 and this highlighted the 

effectiveness of the procedures which the Council has in place.  

 


